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1. Summary

This document is a description of RAYULEA website which is part of the work package 7 (WP7) within the
RAYULEA project. In general, this WP focuses on creating awareness, getting feedback, communicate and
disseminate the project results, outputs, and data, and ultimately promoting the RAYUELA outcomes. In the
environment, website is a perfect and important tool in the dissemination and communication activity.

Our scope was not only to create a website with public information about the project and its evaluation. We
went even far and incorporate a fresh and innovative look on the website, which will be also used for our
campaigning activities that will promote the game and gaming environment of RAYUELA project.

2. Website structure

The RAYUELA website is publicly accessible on https://www.rayuela-h2020.eu/. Project coordinator and WP7
leader will have the access to do updates of the website. The responsible persons will receive a personal
login, and they will be responsible to ensure that their section is up-to-date with latest information, news
and events.

2.1. Homepage

RAYUELA website homepage contains:

o0

8 8 8 8 8

Menu bar

Home

About us

Contact us

Slider with 4 use case of the RAYUELA project

A footer with social links, EU grant acknowledgement information, about section, and contact
section.

2.2. Menu bar

RAYUELA website menu bar contains:

o0

8 8 8 8 8

News and Events
Media Corner
Innovation Potential
Documents

LEA Cluster
Partners

During the project duration website menu bar will be change. The menu bar sections are divided into three
main categories. The first category will be “stative”, and the content will remain during the whole project
duration (LEA Cluster, About Us, Partners, Contact Us). The second category define through “update” will be
updated according to the timetable and future project deliverables (News and Events, Media Corner,
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Documents). The last third category define as “innovative” will be completely changed (Innovation Potential)
and the content will mirror the evolution of the game and all outputs related to it.

3. Technical characteristics

The overall technical objective of website is to create modern and user-friendlyenvironment by following
the latest online standards in web development.

RAYUELA website is based on the WordPress platform. Visuality and functionality of website is created with
help of HTML, JavaScript, CSS, PHP. In the nearest future (mid May 2021) the website will be also “blind
friendly” and will include all the recommendation of WCAG 2.0(Web Content Accessibility Guidelines).

The section as “Homepage, About us, Contact, Innovation potential, Lea Cluster, Partners” are purely

informative sites without deeper functionality. Sections “News and Events, Documents and Media Corner”
are functionally ready for regular addition of content according to the specified template.
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Story identity of RAYUELA project was created according to the basic mission of the project, to empower
and educate young people (children and teenagers primarily) in the benefits, risks and threats
intrinsically linked to the use of the Internet by playing, thus preventing and mitigating cybercriminal
behaviour. Our ideas stand a common belief that the internet has become an integral part of children
and young people’s lives. The increased time spent online is prompting questions about whether they
are in control of their internet usage. RAYUELA's main goal is to better understand the drivers and
human factors affecting certain relevant ways of cyber criminality, as well as empower and educate
young people

The Acronym of the project “Empowering and education young people for the internet by playing” was
given the title RAYUELA, a Spanish word meaning Hopscotch in English.

“Hopscotch (rayuela) is played with a pebble that you move with the tip of your toe. The things
you need: a sidewalk, a pebble, a toe, and a pretty chalk drawing, preferably in colours. On top is
Heaven, on the bottom is Earth, it's very hard to get the pebble up to Heaven, you almost always
miscalculate and the stone goes off the drawing. But little by little you start to get the knack of
how to jump over the different squares and then one day you learn how to leave Earth and make
the pebble climb up into Heaven”

Julio Cortazar, Rayuela, 1963

So the Heaven of our Rayuela project is none other than contributing to make the Internet a safer and
better place for children. Our contribution lies in the empowerment and education of young people to
combat negative threats by “playing them out of their daily lives”.

A fun way to fight cybercrime was the sentence that was elaborated further and incorporated also in
the second logo proposal for RAYUELA project. Our intention was to connect it to the world of childhood,
with familiar signs that were visible through various generations playing games all over the world, and
societies. As in every game you must select your preference steps, and simple geometric symbols lead
you to the direction, it might be right and even wrong. It's life, it's up to you, which way you will go, if you
choose yes or no, but it all depends on your skills and knowledge. Every obstacle is surpassable.

The series of graphics symbols were developed by Bratislava Policy Institute to represent the RAYUELA
project in general, and to represent the main core idea of it “a fun way to fight cybercrime”. We were
influenced by the main popular gaming consoles in the world that use similar symbols (Playstation,
XBox, Nintendo, Game Boy, Dreamcast, Sega, and others). The symbols are incorporated into the
storyline of the whole RAYUELA logo, and it's up to the “player” which way he/ she is choosing the
connected online environment.

V/x

RAYUELA

afun way to fight cybercrime

The core values of RAYLIFI A nroiect and proiect consortium are findamental deenlv intearated

Figure 1. Story Identity of the Project
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DR. GREGORIO LOPEZ
Project coordinator

E-mail: gllopez@comillas.edu

Assistant Professor and Coordinator of the MSc in Cybersecurity at Comillas ICAI.
His current research interests revolve around the optimization of Machine-to-
Machine (M2M) communications networks based on analysis and simulation,
cybersecurity and data analytics for the loT, and the use of technology and the
Internet, especially by minors, and how it can be improved by means of serious
games.

DR. VIERA ZUBOROVA
Communication and dissemination leader of WP7

E-mail: zuborova@bpi sk

Executive director, Bratislava Policy Institute. She focuses her interests on issues
of populism, extremism, social movements, civil society, political communication
and marketing and intolerance, hate speech. From September 2019 — 2020 Viera
has also participated as a member of the expert team of the 1st year of the “School
without Hate” program.
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Figure 2. Presentation of the participants
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WORKSHOP
RAYUELA LEGAL AND ETHICAL WORKSHOP

Workshop for the RAYUELA consortium to present and discuss the legal
and ethical requirements of the project. The workshop consisted of a
combination of theory, scenarios and case studies and aimed to both raise
awareness, educate the partners and clarify the open issues.

RAYUELA
egal and ethical workshep
NN DATE: January 21,2021 12:00 UTC

SPEAKERS: Margit Sutrop, Mari-Liisa Parder, Pieter Gryffroy

ARCHIVED EVENT

Ullamcorper dignissim cras tincidunt lobortis feugiat vivamus at.

! DATE: January 7, 2021 15:00 UTC
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Figure 3. News and Events
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WORKSHOP

RAYUELA LEGAL AND ETHICAL WORKSHOP

Workshop for the RAYUELA consortium to present and discuss the legal and
ethical requirements of the project. The workshop consisted of a combination of
RAYUELA ; : f !
tege and thical workahos theory, scenarios and case studies and aimed to both raise awareness, educate
[NSWWR_ the partners and clarify the open issues.

DATE: January 21, 2021 12:00 UTC
KEYWORDS: studies

Workshop for the RAYUELA consortium to present and discuss the legal and ethical
requirements of the project. The workshop consisted of a combination of theory, scenarios
and case studies and aimed to both raise awareness, educate the partners and clarify the

open issues.
SPEAKERS:
g
e
&
DOWNLOAD:
Photos of speakers (zip, 2.15 MB)
Co-funded by the The content of this website represents the views of the author only and is his/her sole
Sont, Equality & ponsibility. The European Commision does not accept any responsibility for use that
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Figure 4. Workshops
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SERIOUS GAME (PRODUCT)

Serious games date back the second half of the 20th century (Abt, 1970), with main focus on military
uses. Today, serious games present a great pedagogic potential for awareness, teaching and training,
as evidenced by the large number of industrial cases and solutions. Besides, most serious games,
including simulations, are far more complex than traditional entertaining games and in order to provide a
fun and appealing experience to learners, they use storytelling to appeal to emotions. In the field of
information assurance and cyber security, we can find several serious games used for educational and
training purposes (Amorim et al. 2013), such as CyberCIEGE (where the player has to operate and
defend a computer network), Data Security (where the player plays the role of a new employee tasked to
identify security concerns)

RAYUELA's serious game will be a multiplatform and multi-language Unity game with Interactive
storylines. RAYUELA's serious game will be able to offer an immersive experience to young players,
educating them on the importance of keeping safe online and acting as an enabler and amplifier of the
preliminary findings on potential victims and offenders, in order to extract quality data to feed
RAYUELA's algorithms for detailed profiling and pattern identification.

RAYUELAS ADDED VALUE IN THIS AREA:

educate and raise awareness on cybercrime

target specific vulnerable group (youth)

fully integrated gaming environment of all storylines

multi-platform serious game

conduct an extensive analysis and vulnerability tests on most used devices among children and
young adults

player — youth and children will learn not only from their actions but also their mindset and
decisions in the game

collaboration with LEAs from the very beginning

N o oswN=

METHODOLOGY (DATA)

RAYUELA aims to understand the current threats to children and young people to design and develop
the most suitable serious game. This effort will be further expanded on by not only considering in-game
data, but also accounting for how players interact with the game

RAYUELA’s multidisciplinary research framework: The project will work towards the creation of an
extensive compendium of RAYUELA's research tools, findings, interview reports and standard profiles,
as part of the serious game design roadmap.

RAYUELA’s guidelil for pilot dies: As a result of RAYUELA's pilot studies in a supervised
environment, the project will compile a series of surveillance KPIs, insights and recommendations on the
design, deployment, and operation of RAYUELA's supervised testing environments.

RAYUELA'’s best practices and policy briefs on cybercrime: To foster prevention and awareness, the
consortium will prepare several policy briefs following the project’s results, to be shared with relevant EU
institutions, policy makers and LEAs in order to effectively influence the cybercrime policy cycle.

Figure 5. RAYUELA’s Innovation Potential
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Recognising that our projects have common stakeholders and similar objectives in supporting law
enforcement against organised crime and terrorism, we have formed a cluster with these objectives:

To share knowledge in order to support law enforcement against money-laundering, cybercrime,
organised crime and terrorism, for example, by webinars for the partners in the cluster.

To leverage our dissemination activities by mentioning the projects in the cluster on our websites,
inviting articles from the cluster projects in our newsletter.

To ensure the coherence and complementarity of our recommendations to the EC, LEAs and other
stakeholders, as far as possible.

To explore a degree of interoperability or compatibility between our technical platforms, modules
and/or services.

To explore synergies, research opportunities and possible joint exploitation activities

5 ccomver CCORIVER
Project Coordinator: David Wright

CC-DRIVER is a three-year, EU-funded project investigating the drivers of
cybercrime and, especially, how young people can be turned away from
cybercrime to use their talents in more socially productive ways. The €5
million project began in May 2020, has 13 partners from eight countries
and is coordinated by Trilateral Research (UK). For more information, see
the CC-DRIVER website.

HTTPS://WWW.CCDRIVER-H2020.COM

CWOAPK|T COPKIT
Project Coordinator: Raquel Pastor

COPKIT is a three-year, EU-funded project that addresses the problem of
analysing, preventing and investigating the use of ICTs by organised crime
and terrorist groups. In this context, the project is developing a toolkit to
support the Early Warning (EW)/Early Action (EA) methodology. The €5
million project began in June 2018, has 18 partners from 13 countries and
is co-ordinated by Ingenieria de Sistemas para la Defensa de Espafia
(ISDEFE) (ES). For more information, see the COPKIT website.

HTTPS://COPKIT.EU

DARLINE  DARLENE

Project Coordinator: Dr Dimitrios Tzovaras

DARLENE is a three-year project that will offer European law enforcement
agencies an augmented reality ecosystem with powerful deep learning
algorithms that will improve situational awareness and effectiveness in all
security verticals. The €7 million project will begin in September 2020, has
15 partners from 10 countries and is co-ordinated by the Centre for

Figure 6. LEA Cluster
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UNIVERSIDAD PONTIFICIA COMILLAS

We would like to contribute to make the Internet a better and safer place
for minors.

Universidad Pontificia COMILLAS is a Catholic university located in Madrid
(Spain) that has been administered for over a century by the Society of
Jesus. ICAl is COMILLAS Engineering School, focused on industrial and
telecommunication engineering. In this project, ICAI will be represented by
its Institute for Research in Technology, that will provide their expertise in
cybersecurity and data analytics. On the other hand, CIHS, COMILLAS
Humanities and Social Sciences School, will provide their expertise in
psychology, criminology, and anthropology.

HTTPS://WWW.COMILLAS.EDU

UNIVERSIDAD POLITECNICA DE MADRID

The use of Internet and connected devices among young people is
increasing and, as a result, also their exposure to cyber-attacks and
cybercrime. Our main goal is to investigate these risks, their implications
and how to mitigate them, contributing to promote a safer use of the
Internet by young people. Within RAYUELA, we will provide our experience
in IoT (Internet of Things) and Cybersecurity, leading the work in threat
modeling, wearables, connected devices and their key vulnerabilities, and
the links between technology and cybercrime as a service.

UPM'’s team working in RAYUELA forms part of the Research Group on
Telecommunication Network and Services and Internet (RSTI). Our group
has a long experience in European and national R&D projects, as well as
in collaborations with public organizations and private entities. Currently,
our main research activities are focused on the areas of Cybersecurity and
Internet of Things (loT).

HTTPS://WWW.UPM.ES

TECNALIA FUNDATION RESEARCH AND INNOVATION

To apply game design and UX techniques to develop a serious game fo
give users a memorable experience through which we have better
understanding of the factors affecting online behaviour related to new ways
of cyber criminality.

We are senior researchers working in Tecnalia in the areas of the user
experience, human factors and gamification, including game design
techniques. We design, develop and validate the experience from the user
perspective from the beginning of a design and development process in
order to provide users with the best experience when interact with
applications.
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