FIGHT CYBERCRIME

EMPOWERING AND EDUCATING YOUNG
PEOPLE FOR THE INTERNET BY PLAYING
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WHY RAYUELA?
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1. UNIVERSIDAD PONTIFICIA COMILLAS (coordinator)
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13. MINISTERIO DA JUSTIGA

14, POLICE SERVICE OF NORTHERN IRELAND

15. TILDE SIA
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17. NEC LABORATORIES EUROPE GMBH
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RAYUELA

a fun way to fight cybercrime

So what is the Heaven of our
particular rayuela?

Contributing to make the Internet a safer

and better place for children.

GOAL)! How we plan to achieve It
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RAYUELA Online grooming
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Between 20 and 25%
of the cases the victims
previously knew their
offenders

1/3 of
offenders
were under 25
years old

This project has received funding from the European
Union's  Horizon 2020 research and  innovation
programme under Grant Agreement No. 882828.

: Modus Operandi
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More than 50%
first contact with the victim
through social networks
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TOP
Persuasive
strategies

according to
sentences

61%
Coercion

35%
lying

35%
charming the child

25%
promising the
child (material)
benefits

The content of this deliverable represents the views of the author only and
is his/her sole responsibility. The European Commision does not accept any
responsibility for use that may be made of the information it contains.

Human trafficking victims risk factors
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Risk factor of
victimization of
human traficking:
problems with
difficulty in
establishing and
maintaining
relationships and
low self-esteem.

Potential victims more
often post very personal
information, so it's not
about the amount of time
spent in the online
environment, but what
kinds of information are
posted.

This project has received funding from the European
Union's  Horizon 2020 research and ~ innovation
programme under Grant Agreement No. 832828.

Difficulty in
establishing and
BN maintaining

= relationships is

seen as the main

factor for human
trafficking of minors.

Majority of victims
are female, but there
is still lack of
knowledge on the
incidence of male
victims (stereotypes
and low willingness
to report are the
problem).

The content of this deliverable represents the views of the author only and
is his/her sole responsibility. The European Commision does not accept any
responsibility for use that may be made of the information it contains.

This project has received funding from the European

Union's Horizon 2020 research
programme under grant agreement

and innovation
No 882828

V7 Human trafficking: Modus Operandi
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1 offender

on average has 2-3
victims

Gender
Majority of
(known)

offenders is
male

This project has received funding from the European
Union's  Horizon 2020 research and innovation
programme under Grant Agreement No. 882828.
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Frequently offenders

come from lower

Socioeconomic
statuscommunities, are
unemployed, and do not
have a decent education
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Main driver

for sexual exploitation:
monetary gain

The content of this deliverable represents the views of the author only and
is his/her sole responsibility. The European Commision does not accept any
responsibility for use that may be made of the information it contains.

V7 Online grooming victims risk factors
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This project has received funding from the European
Union’s Horizon 2020 research and innovation
programme under Grant Agreement No. 832828.

The content of this deliverable represents the views of the author only and
is his/her sole responsibility. The European Commision does not accept any
responsibility for use that may be made of the information it contains.
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The most used platforms
used were “"Snapchat,
Messenger, Facebook, Text
(SMS), Pokec.sk, azet.sk,
Tuenti, YouTube, WhatsApp,
Viber, Instagram, MeetMe"

91,3%

of those
offenders did
not have any
precedents

This project has received funding from the European
Union's Horizon 2020 research and innovation
programme under Grant Agreement No. 882828.
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Age of the offenders
12-15 age (71%),
16-19 age (24%)
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According to
sentences

65,2%
offenders usually
bullied their victims
in groups

79,9%
selecting the victim
is purposeful

The content of this deliverable represents the views of the author only and
is his/her sole responsibility. The European Commision does not accept any
responsibility for use that may be made of the information it contains.
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This project has received funding from the European
Union's  Horizon 2020 research and ~ innovation
programme under Grant Agreement No. 832828.
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The content of this deliverable represents the views of the author only and
is his/her sole responsibility. The European Commision does not accept any
responsibility for use that may be made of the information it contains.
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MAIN CYBERCRIME
DRIVERS
DESIGN ROADMAP

KNOWLEDGE
BASE

BREAKING WEIGTHING
THE ICE IN

IT THREAT
@ LANDSCAPE

loT DEVICES

% VULNERABILITY TESTS
ONLINE PRIVACY & GDPR

TECHNOLOGY

IT'S CHILD'S
PLAY!

SERIOUS GAME

USER SEGMENTATION
INTERACTIVE STORYLINES
RISK LEVELS

GETTING THE
FULL PICTURE THE INS
& OUTS

PREVENTION
OPEN DATA SCIEMCE
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PROFILING USER
HABITS

EDUCATIONAL GUIDELINES &
TOOLKITS ROADMAPS
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AWARENESS
EDUCATIONAL PROGRAMMES
SUPPORT MATERIALS

POLICY CYCLES

PILOT STUDIES

ANDROID/IOS MARKETS
DATA TRA G CAMPAIGNS

PILOT ROADMAP

RAYUELA

May 22 (M20)-July 22 (M22) Game

Initial prototype

E 60 Students aged 11-16

Greece Spain Belgium

ﬁ Enhanced game

Usability, ethnographic validation

November 22 (M26) - December 22 (M27)

i 450 Students aged 11-16

Greece Spain Belgium

Usability, ethnographic validation

Teachers Training and Support

Final product
March 23 (M30) - July 23 (M34)

500 Students aged 11-16

Greece Spain Belgium Estonia UK EU
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Usability, TAM, Cognitive and Affective Aspects, in-game metrics, ethnographic validation




